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Context of the thesis

Timeline

. Workshops
HIdINg honeynets with partners
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Survey on CPHoneynets Prototype#
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Current activities

Survey: Publication in 1-2 months | ]

Honeynet-based CTF: TBA (ECW2024 19.11.2024) [
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Next milestones

First prototype FP: fall 2024
Evaluation of P: winter 2024 (automated -> real attacks)

Enhancement with new techniques: spring 2025

Levelling CPHoneynets: from botnets to APT-like attackers
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I'hesis challenges
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Challenges identified

Challenge#1: Familiarize with the state of the art
Challenge#2: Implement different CPHoneynets on representative use cases
Challenge#3: Evaluate the prototypes quantitavtively and qualitatively

GOTO #2
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Challenges identified

Challenge#1. T |[dentify reference architecture; open challenges

Almost done
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Challenges identified

Integrate existing SW/HW to honeynet to implement use cases

Challenge#2:
Advancing the complexity of the Honeynets
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Challenges identified

Evaluate CTI gathering
Evaluate security mechanisms testing

Challenge#3: < Evaluate retainment
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What is CPHoneynet?
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CPHoneynet

Definition

CPHoneynet: a network of honeypots designed to mimic an Operational
Technology system or a Cyber-Physical system.
Goals: collect data on attackers or keep cybercriminals away.
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Usage of Honeynets in the wilo

Context

Solution Provider: Enhance CPHoneynet to sell security solutions
Infrastructure owner: Find use cases to integrate CPHoneynet solutions In

their Infrastructure

Aim:  Collect data on tools, behaviors, and vulnerabilities
Target:  High-skill and high-ressource attackers

Context: OT Systems (Cyber-Physical Systems)
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CPHoneynet

Reference Architecture
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Fig.3: Reference Architecture of Honeynet
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CPHoneynet

Taxonomy (i ackner2021

DEPLOYMEN

Resource level Application
Scalablility —>  Emulated components
Open-Source Level of interaction
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CPHoneynet

Use Cases
@ . USE CASE #1: CTI Collector
2R e - % - “Reallistic” system | ]
I - “Attractive” system |

Fig.1: Architecture of CT| Collector CPHoneynet
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CPHoneynet

Use Cases
USE CASE #2: Attack Decoy = - [ = |
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Fig.2: Architecture of Attack Decoy CPHoneynet

Q
Mathis DURAND, Marc-Oliver PAHL, Yvon KERMARREC | cyberCNI.fr



CYB=RCNI

CPHoneynet

Challenges of adapting honeynets to CPS

MimePot: attractive and stealthy CPHoneynet

Research topics

Large-scale and real-time CPHoneynet

Digital twin and CP

Threat analysis

5 frequent scenarii

loneynets

in CPS context

Game-theory for optimal strategy ]

Misuse a Honeypot
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CPHoneynet
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Fig.4: Research topics on CPHoneynets
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CPHoneynet

Attacker model

Attackers we know

Attackers we want
Relevant

attack
data

Evaluable

O
Unsophisticated botnet

Skilful attacker Attackers we target

Real APT
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CPHoneynet

Specific context

System we can

System attackers want casily reuse or

, Easy-to- |
Attractive monitor reconfigure
~ system system :
Realistic |
System where attackers ___—> system Optimal CPHoneynets
will stay
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Relation with partners
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Context of the thesis
Chair

. Partners:
. State of the art
. Users stories

.+ CyberCNI:
. FIschertechnik
. CyberRange

Fig.5: Fischertechnik (IMT Atlantique)
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Thank you for your attention.

Question time!

mathis.durand@imt-atlantique.fr
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